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Executive Summary

What is g Privacy Impact Assessment [PIA)2

It is a process to assess and manage privacy impacts of a project, policy, programme, service,
product or other initiative which involves the processing of personal information.

Why is ¢ PIA performed?

The primary purpose is to identify risks to privacy and ways of dedling with those risks and to
ensure compliance with the Protection of Personal Information Act, 2013 (POPIA)} and its
Regulations.

When is a PIA performed?

Whenever a department is developing or changing a system, project, program or activity to
determine whether personal information will be processed (that is collected, used. retained,
disclosed, secured or disposed of).

Who performs a PIAS

A PIA team under the leadership of a person who understands POPIA.

How is a PIA performed?
< By conducting a preliminary assessment to establish whether personal information is

processed.

4 If personal information is processed proceed to analyse the project and its privacy
impacts.

o Draft a PIA report that:

o) either concludes that all privacy impacts (risks) are sufficiently addressed by
appropriate and reasonable technical and operational measures; or

o include recommendations to address the privacy impacts to ensure that the
project will comply with POPIA's requirements.

Approval

The Director General (or the delegated authority}) should either approve the
recommendations contained in the PIA report or record that the privacy risks are accepted.



1. Infroduction

The Department of Basic Education is committed to the protection of privacy guaranteed by
the Constitution! which is given effect to by the Protection of Personal Information Act, 2013
(POPIA).

The Information Officer must ensure that a preliminary assessment is conducted when personal
information {Pl} is processed.?

This manual gives step-by-step advice on how to perform a Privacy Impact Assessment (PIA)
to ensure compliance with POPIA. This must be read and used with the Privacy Impact
Assessment Template. The template may be altered and/or supplemented to suit the unique
needs of the department.

The departments routinely perform broad risk management activities and develop risk profiles
related to their programs and activities. If the department undertakes a project which impacts
on privacy a PIA must be performed.

For the purposes of this manual (i) “project” refers to any activity involving the processing of
Pi, which includes new and any changes to, a policy, program, process, service delivery model
or an information Technology (IT) system; and (i) "processing” refers to the collection, use,
retention, disclosure, security and disposal of PI.

The departments should create administrative linkages between PlAs and other risk mitigation
tools and integrate IT threat and risk assessmenis with PlAs.

PtAs are to be embedded in a governance model that supports the implementation of the
results of any assessment.

Privacy reqguirements must be integrated info each Chief Directorate/Directorates
management systems and processes. Chief Directorate/Directorates are to be held
responsible for compliance with POPIA's conditions and must proactively drive the inclusion of
privacy considerations into the design of their service delivery goals.

In the case of a mulfi-institutional PIA, the department and institution involved will be
responsible for contributing to or completing the PIA in a manner that Is consistent with the
approach outlined by the lead department/ institution.

2, Why conduct a PIA?

A PIA is a legal requirement. It assists the department to identify the impact {actual or
potenticl) that a proposed or existing project may have on an individual's privacy.

! Sectton 14 of the Constitution of the Republic of South Africa, 1996

2 A prel iminary assessment is required in terms of Regulation 4 of the Regulations pertaining to the Protection of Personal Information
Act, 2017,



Privacy is about the right of an individual to be left alone. There are two main but overapping
types of privacy that can be subject to different types of infrusion namely, physical or
informational privacy.

Physical privacy is the ability of persons to maintain their own physical space or solitude.
Infrusion can come in the form of:

unwelcome searches of a person’s home or personal possessions;
bodily searches or interference;

acts of surveillance; and

the taking of biometric information.

Infoermational privacy is the ability of persons to control, edit manage and delete information
about themselves and to decide how and to what extent such information is communicated
to others. Intrusion can come in the form of:

collection of excessive personal information;

disclosure of personal information without consent and misuse of such information;
collection of information through the surveillance or monitoring of how people act in
public or private spaces; and

through the monitoring of communications whether by post, phone or online and
extends to monitoring the records of senders and recipients as well as the content of
messages.

Privacy risk is the risk of harm arising through an intrusion into privacy. All potential privacy risks
are to be identified and mitigated.

The extent of a PIA will depend on the complexity of the project. Adapt the process to suit the
needs of the project.

The benefits of a PIA include:

v
v

Confirmation of the legal authority of the project to process PI;

Demonstrating due diligence and evidence of compliance to support informed
decision-making during the development of the project. This infoermation is important
in the event of a privacy breach or complaint to the Information Regulator.

Assuring individuals, other institutions, partners and management that best privacy
practices are being followed.

Promoting better decision-making and a culture of privacy within the department.
Improving tronsparency and better individual awareness, understanding and trust of
the department's information management practices.

Improving operational efficiencies by minimising excessive and unnecessary
processing of Pl and identifying simpler and less costly solutions upfront.



3.

When to conduct a PIA?

A PIA must be conducted whenever the department is developing or amending a project
which involves the use of Pl, such as:

An T system for storing and accessing personal information

A data sharing initiative where two or more departments/organisations seek to pool
or link sets of personal information;

A proposal to identify people in a particular group or demographic and initiate g
course of actions;

Use existing data for a new and unexpected or more intrusive purpose;

A surveillance system or the application of new technology to an existing system (for
example adding Automatic number recognition capabilities fo existing CCTV);

A new database which consclidates information held by separate government
departments;

Policy or strategies which will impact on privacy through the collection or use of
information, or through surveillance or other monitoring

Even if it is thought that no Pl is involved, it is recommended that part A of the PIA template is
completed to ensure that the project has been accurately assessed.

A PIA must be done as early as possible when the project is developed and designed.

4,

Who should initiote and conduct a PIA?

The line manager responsible for the project must sign off on the PIA and must lead the PIA

team.

An effective PIA will require consultation with and the involvement of various persons who have
specialised roles, expertise and insight into the project. The PIA team should have expertise in:
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policy development;

operational program and business design;
technology and systems;

fisk and compliance analysis; and
access to information and privacy.



5. Methodology

Step 1: sExamine the project to determine if it will involve

AT . the processing of PL. If it WILL involve P proceed
Prefimi n ary with step 2. If it does not involve P, the process is
Analysis completed and the PIA is signed off.

i Step 2: = Collect specific information about the project, the
Projeci key players crjd sicke.holders and the type and
manner in which Pl will be processed.

Analysis

Step 3: sUsing the information gathered in the previous steps identify
= cy the potential fisks and impacts to privacy.

/ « Consider ways to reduce/eliminote the risks ond impacts
Analysis « Assess proposed solutions.

* Obtain approval to proceed with the recommended
solutions

* Document the findings and solutions

* Proceed with the project and ensure that the
recommendations are incorporated in the project and
implemented

5.1 Step 1: Preliminary Analysis

The first step is to determine if the project involves the processing of Pi. This may be done by
completing a Preliminary Analysis Questionnaire {part A of the PIA template).

Processing is defined in section 1 of POPIA as:

“any operation or activity or any set of operations, whether or not by automatic
means, concerning personal Information, including—

(a) the collection, receipt, recording, organisation, collation, storage, updating or
modification, retrieval, alteration, consultation or use;

(b) dissemination by means of transmission, distribution or making available in any other
form; or

(c) merging, linking, as well as restriction, degradation, erasure or destruction of
Information;”




Personal Information is defined in section 1 of POPIA as;

information relating to an Identifiable, living, natural person, and where it is applicable, an
, including, but not limited to—

(a) information relating to the race, gender, sex, pregnancy, marital status, national, ethnic
or social origin, colour, sexual orientation, age, physical or mental health, well-being,
disability, religion, consclence, belief, culture, language and birth of the person;

b information relating to the education or the medical, financial, criminal or employment
history of the person;

(c) any identifying number, symbol, e-mail address, physical address, telephone
number, location Information, online identifier or other particular assignment to the person;

(d) the biometric Information of the person;

(e the personal opinions, views or preferences of the person;

(f) correspondence sent by the person that is implicitly or explicitly of a private or
confidential nature or further correspondence that would reveal the contents of the original
correspondence;

(q) the views or opinions of anather individual about the person; and

(h) the name of the person if it appears with other personal Information relating to the
person or If the disclosure of the name itself would reveal information about the person;”

If the project involves the processing of PI, the project and impact on privacy will have to be
analysed (steps 2 and 3) and a PIA report {step 4) compiled.

If the project does not involve the processing of Pl there is no need to comply with POPIA. This
conclusion must be documented as part of step 1.

The PIA should be completed as early as possible in the project (preferably at the design stage)
to ensure that the results of the analysis are built into the project plan. If answers are unknown
upen initial completion, revisit the PIA process to update the information as details become
known.

Consider all aspecis of the project such as:

a The media where information is recorded. For example paper records, e-mails, phone
records, computer logs etc.
. Whether the information will be linked with previously processed Pi. Linking information

increases the potential of identifying an individual even if the information itself is not
considered PI.

. Whether the information will be shared with others, either interally (within the
department) or externally {with parties outside the project/ department).



The purpose of completing part A of the PIA template is to:

5.2

give an explanation of the project's purpose, scope and key objectives;

understand the information involved in the project, and whether or a not personal
information will be processed;

describe the types of personal information that will be processed;

take a decision whether or not to proceed with the PIA process and document the
reasons for the decision,

Step 2: Project Analysis

When Pl is processed it is necessary to analyse the project to identify the potential impact it
may have on privacy.

The PIA template includes a Project Analysis Questionnaire {part B). Completion thereof will
assist with defining and documenting the following:

-

v

key characteristics of the project that may create privacy risks;

activities and business processes involved;

flow of P, including identifying third parties (who will be doing what, when, how and
why with the Pl); and

technology involved in the project.

It involves the activities depicted in the figure below:

. Assemble a PIA team

d. Business |l e. Supporting
Processes Technology

. Confirm the scope c. Collect background information

Define Define Define Define

[ Roles and g. Relevant
Responsiolifies ., Information

n. Map
Information flows

a. Assemble a PIA team

The PIA lead must identify persons to complete the Project Analysis Questionnaire. This includes
persons with knowledge in the following areas:

v

v

Business Processes: relevant business processes, roles and responsibilities, and
required resources;
Information Technology: relevant technology policies, practices and standards;



v Security: relevant physical, technical and procedural security safeguards and
requirements;

v Information Management: relevant policies, practices and standards;

v Legal: applicable privacy legislation, enabling legislation and other legal

requirements, service level agreements, memoranda of understanding, contracts,

efc.;

Procurement: acquired or outsourced product and service solutions;

Risk Assessment; risk assessment methodology;

Privacy: issues, policies, practices, principles and applicable legislation; and

End-Users of Information: employees and other parties who will use the systems or

information collected or created by the project with expertise on practical

implications.
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Depending on the scope and complexity of the project, other areas, partners and
stakeholders may need to be consulted.

b. Confirm the scope of the PIA

The scope of the PIA may not necessarily be the same as the scope of the project. If not
adequately addressed in part A, revisit and explain what part/phase of the project the PIA
covers and, where necessary for clarity, what it does not cover,

Itis important to determine:

. whether the privacy risks and impact apply to all aspects of the project or to only
some parts of the project; and
. whether the PIA will cover all associated business processes and technology.

If the project will be using pre-existing technologies or processes in the same way as they have
been used before, which have already been analysed to assess the privacy impact, this does
not have to be included in the PIA, merely refer to the related PIA.

¢. Collect relevant background information
Collect all relevant project-related documentation, including information about:

v Business processes;

v Workflows;

v Information flows and business rules;

v Project management documentation;

v Previous privacy and security assessments;

v Training materials;

v Policies, procedures, business and IT design documents,

The available information will depend on (i) whether the project is creating something new or
improving an existing process; and (i} the timing of the PIA.

d. Define the relevant business processes



All applicable activities (business processes) that will be completed following implementation
of the project must be recorded. This includes anything from technical processes (such as
system back-ups or data processing), to policy and ongoing monitoring of a program, system
or process.

The following must be documented:

v all existing and proposed activities associated with the project (paper-based as well
as automated], including all parties, technology, and information associated with
each activity;

v the current IT environment and how the project will impact it {e.g., create a new
application});

v how the project’s business processes will relate to other existing or planned programs,
systems, or processes, including how information flows from the one to another; and

v if the project will change an existing program, system or process, how it willimpact
or alter current business processes, information flows, roles and responsibilifies.

e. Define supporiing technology

Identifty and document the technology-related components of the project and determine if
the 1echnology used or developed in the project has privacy implications.

Take into account:

. How the technology will be used or developed to enable or support each step in the
business process? Include existing systems, technologies and applications that the
project will be using.

. How each technology will interact with PIZ

. Who will have access to the Pi using each technology?

. Whether there are any back-end processes in these technologies that auto-create
records or store information in a way that is not immediately accessible by the userg

f. Define roles and responsibilities

The roles and responsibilities of all parties involved in the project must be identified and noted.
In particular those who have access to PI.

Include all relevant pariners and other third parties. Consider, apart from employees directly
involved in the project the following categories of person who may have access to the PI:

. the public;

. clients/customers;

. employees in other Chief Directorates/directorates or institutions;
. ITemployees (e.g., a system administrator);

. external legal counsel;

. other government bodies;

. partners, service providers, and vendors;

. auditors; and



. law enforcement agencies.
g. Define reievant information
Identify all types of records involved in each of the project's business processes (existing and
proposed, paper and electronic) and describe the groups or types of information that will be
processed in each business process or activity. identify any special personal information

associated with the business processes, such as medical information, criminal history, etc.

Where the project changes an existing program or system, determine whether it will alter the
amount, type, sensitivity or source of personal information involved in the relevant business
process.

h. Map the Pl flows

Once the business processes, supporting technology and relevant information have been
identified, determine how the Pl wilt flow through the business processes and technology.

Map the flow of the Plin all formats from creation until final disposal by using diagrams and/or
tables and descripfions that are readily understood.

This may inciude some, or all, of the following categories:

. source of information;

] collected by;

] collection method;

] purpose of collection;

» format of the information;

. purpose of use;

. used by;

. security control during information transfer;
. information repository format;
. storage retention site;

] purpose of disclosure:

. disclosed to;

. retention policy; and

. disposal or destruction policy.

Map the flow of the personal information by using a PI flow diagram and/or a descriptive PI
flow table,

Depending on the complexity of the project provide one general diagram/table for the
project, and more specific diagrams/tables for particular components. If multiple parties will
process Pl, the diagram/table should identify how each party is involved in the project.



Table:

COLLECTED USED RETAINED SECURED DISCLOSED DISPOSED OF
by? by? by? by? by? by?
from? how? how? how? t{e ¥4 how?
how? when? how long? when? how? when?
when? where? where? where? when? where?

where? why? why? why? where? why?
why? autherity? why? authority?
authority? authaority?

Diagram;

Personal Information Flow Diagram (Example: Public body receives requests from citizens for service via email)

cllmmmm\\ Raquest ior mone inlonimalion .f"r *
requesiing service from the | oes back 10 client via emad :mmm;\:
( body ht =
s -

Citizen
i
h S
_|

1
I
%

I
& A Sarvice recues: & serd

3 8 § 1 the public bady's

2873 vervics provider

Fad
] ﬂnmmmmu;e\
E c'muuuquuhpommm]
£ Diagram from the Privacy impact Assessmeni Temploie for |, publchady's website J
= Non-Ministry Public 8odies. British Columbia Govemment '\_

Upon completion of step 2 the project analysis documentation should show:

] How Pl will be processed including who is responsible and how technology will be
used for each of these activities.

- Who will have access to the Pt throughout its lifecycle, for what purposes and with
whoat privileges. For example, who will process, browse or modify Pl including program
and IT staff, other programs providing services relevant to the project, and your
partners and third parties.

. How Pl will flow through existing and planned programs, systems or processes during
each associoted process.

. How and when Pl will move beyond the custody of the department, that is, in the
custody of a third party.

5.3 Step 3: Privacy Analysis

Step 3 involves a detailed examination of the privacy and related risks arising from the project
and identifying and evaluating solutions to address these risks.



A Privacy Andalysis Checklist (part C of the PIA template) will assist to determine and document
whether the project will comply with POPIA and other privacy related legal requirements. If
upon completion of part C it appears that the project will not be compiliant, solutions must be
identified to mitigate against the privacy impacts.

The solutions may be:

. technical | such as access control mechanisms, authentication mechanisms,
encryption methods); and/or

. operational [monagement and operational controls e.g. policies or operational
procedures).

Consult [T, risk management, security, legal and privacy experts to identify and evaluate
potential risks and shortfalis in privacy protection.

At @ minimum, the privacy analysis must cover the following areas and identify specific
compliance actions taken or to be taken to meet with each area’s requirements:

. Collection {authority, purpose, notification)- Conditions 2 and 6 of POPIA

= Use {authority, purpose) - Condition 3 of POPIA

» Disclosure (authority, purpose, sharing) - Condition 4 of POPIA

. Information quality (accuracy and correction) - Conditions 5 and 8 of POPIA

. Security - Conditiors 7 of POPIA

» Access - Condition 8 of POPIA

. Retention, Disposal and Destruction - section 14 of POPIA

= Privacy management (Accountabllity, training and audits) = Condition 1 of POPIA

Indicate any changes to the business requirements that have an impact on the system,
software or program application and, consequently, may affect the current access controls
and privacy practices related to the processing of PI.

Privacy impact

A privacy impact is the risk of harm arising through an intrusion into privacy. Some of the ways
this risk can arise is through personal information being:

. inaccurate, insufficient or out of date;

) excessive orirrelevant;

. kept for too long;

. disclosed to individuals or institutions when not authorised;

. used in ways that are unauthorised, unacceptable to or unexpected by the person it
is about;

. not kept securely; or

. processed without the appropriate legal authaority.

Privacy impacts fall into two broad categories:

<@ Risks fo individuals (e.g. identity theft, froud, adverse impact on employment or
business opportunities, reputational damage, embarrassment, distress or financial
impacts); and

14



& Risks to institutions (e.g. financial, legal and reputational impact of privacy breaches
and the consequences of failing to comply with POPIA).

All potential privacy risks are to be identified and mitigated.
Identity ga nd potential privacy impact

Use the Privacy Analysis Checkiist to identify compliance gaps and the privacy impact and
document the findings.

Consider existing privacy protection measures and planned actions that may apply 1o the
identified requirements. If these measures are adequate document it as such. If not, this is
“gap" in privacy protection and an area of potential non-compliance and privacy risk.

Analyse findings

Analyse potential privacy risks and impact by taking the following into account:

. Objective: Start the analysis with the assumption that the desired outcome is to
protect privacy to the greatest extent possible and to comply with POPIA.

. Rationale for including PI: Apply the concept of data minimisation and determine if
there is o way to implement the project without processing Pl or with less PI.

. Privacy Impact. Consider the potential harm associated with each compliance gap
and identify the privacy risks or impact, if unable to mitigate or avoid them.

Understanding the privacy impact is central 1o the privacy analysis to identify action items to
mitigate the privacy risks and make informed recommendations on how to implement the
project to minimise its impact on privacy.

Identi rivacy solution

For each impact, identify solutions that will address possible compliance gaps and eliminate
or reduce privacy risks. Some common solutions include:

= deciding not to collect, use or disclose particular types of personal information;

] creating retention periods that only keep information for as long as necessary and
planning the secure disposal of information;

. implementing appropriate  technological, procedural and physical security
measures;

. ensuring that employees are properly trained and are aware of the potential privacy
impact and appropriate privacy-protective measures to be followed:

. developing ways to safely anonymise and/for de-identify the information, where
possible;

- producing guidance for employees on how to use new programs, processes and
systems, and how and when it is appropriate to process PI;

= taking steps to ensure that individuals are fully aware of how their information is used

and that they can contact the department for assistance, if necessary;

. selecting service providers/third parties that will provide a greater degree of security
and ensuring that agreements are in place to protect the Pl in the custody of the
service providers/third parties; and

. producing information sharing agreements that clarfy what information will be
shared, how it will be shared and with whom it will be shared.



Each identified solution should be evaluated 1o ensure that it will either eliminate or reduce
the impact to make the risk acceptable.

Identity action ilems

The analysis will allow the selection of the most appropriate solution/s.
Each impact requires:

] the identification of the specific actions;
] the responsible party for each action; and
. when it is to be implemented.

If the project is compliant record that no further action is required.

The solutions that need to be actioned are the "to do” list of items required to enable the
project to protect privacy and comply with POPIA. This will be the mitigation strategy needed
to minimise the project's privacy impact and should inform relevant employees as they
proceed through the project. The outcomes should be integrated into the project plan.

5.4 Step 4: PIA report

The PIA process is completed by documenting the final conclusions and recommendations in
a PlA report (part D of the PIA template).

This serves the following purposes:

. Decision-makers are provided with specific recommendations on how to address
privacy impacts to make informed decisions about how the project should proceed:
" It demonstrates privacy due diligence; and

L] Documents the results of the preliminary, project and privacy analysis that may be
required for future reference.

List all additional documents that were used or are related 1o the PIA.

é. Approval

Appropriate approval should be obtained to implement the recommended privacy risk
mitigation strategy in accordance with the department’s approval process.

In the case of a multi-institutional PIA, indicate that the lead department/ government
institution confirmed that the PIA was formally approved.

Approval of the PIA Report should be contingent on:

. the project’s impact on privacy being fully and properly assessed;
= the decision-makers' understanding of the privacy risks and impact;
. the decision-maker/s approving:
v the mitigation strategy to address the identified privacy impact; or



7.

v the acceptance of the privacy risks, that is, o decision to take no action to
address, and being aware of the conseguences of such action.

Ongoing assessment

It is important to continue to ossess the project's privacy risks and impacts as the project
implementation progresses to determine if the privacy analysis and PlA report need to be
vpdated.

Ongoeing assessment is an essential part of identifying and mitigating new issues and changes
impacting privacy that arise during implementation.

As the project is implemented:

monitor progress of privacy-related activities o make sure they are appropriately
completed;
assess any changes to the project's implementation, that is, business process,
information flows, roles and responsibilities to ensure that new privacy risks have not
been created by these changes;
evaluate mitigation measures to determine if they are effective when implemented;
update or revise, if necessary;
identify and assess new, outstanding and remaining privacy gaps and impact, and
identify new action items required to address privacy risks;
alert the project team and relevant decision-makers to any new privacy-related
problems, and obtain appropriate approvals to address or accept the privacy risks
and
update or supplement the PIA documentation, if required, to document:

o new privacy fisks and impacts and how they arose;

o their likelihood, harm and pricrity for action; and

o the mitigation strategy to address the new privacy risks.

The project lead and other appropriate decision-makers should approve all significant
changes impacting privacy and the acceptance of any privacy risks.

Concluding the PIA process

When concluding the PIA process ensure that:

.
0.0

o,
.0

L >

all privacy-related decisions, analysis and actions are appropriately documented;

a copy of the PIA report and all supperting documentation are included in the
project’s files to ensure the project team and other key players can access the
information; and

transfer the privacy knowledge and PIA documentation to the appropriate parties,
such as the program area, to enable ongoing privacy protection and the
management of privacy risks once the program, process or system becomes
operational.
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